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Colorado Privacy Act (CPA) – Overview
• Third State to introduce comprehensive consumer privacy law.
• Enacted on July 8, 2021.
• The CPA creates certain duties for controllers regarding consumers'
assertion of their rights, transparency, purpose specification, data
minimization, avoiding secondary use, care, avoiding unlawful
discrimination, and sensitive data.
• Provides consumers expanded data protection rights.
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Colorado Privacy Act (CPA) – Scope
Applies to controllers that do business in Colorado or produce or deliver commercial products
or services that are intentionally targeted to Colorado residents and meet one or more of the
following criteria:

Controls or process the
personal data of at least
100,000 consumers or
more during a calendar
year.

or

Derives revenue from the sale of
personal data and processes
and controls the personal data
of 25,000 consumers or more.

• Consumers are limited to Colorado residents
• Excludes: Individuals in a commercial or employment context and beneficiaries of those
acting in an employment context.
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Colorado
Privacy Act
(CPA) – Key
Definitions

Controller

A person that, alone or jointly with others, determines the purposes for and means of
processing personal data.

Processor

A person that processes personal data on behalf of a controller.

ThirdParty

A person, public authority, agency, or body other than a consumer, controller, processor, or
affiliate of the processor or the controller.

Personal
Data

Information linked or reasonably linkable to an identified or identifiable individual. Excludes
(1) “publicly available information” and (2) “information that a controller has reasonable basis
to believe the consumer has lawfully made available to the general public.”

Process

Collection, use, sale, storage, disclosure, analysis, deletion, or modification of personal data
and includes the actions of a controller directing a processor to process personal data.

Sensitive
Data

Personal data revealing racial or ethic origin, religious beliefs, a mental or physical health
condition or diagnosis, sexual orientation, or citizenship or citizenship status; genetic or
biometric data; personal data from a known child.
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Colorado Privacy Act (CPA) – Sale
Sale
“The exchange of personal data for monetary or other valuable consideration by a controller to a third
party.”
Sale Excludes the following disclosures:
•
•
•
•

To processor that processes the personal data on behalf of a controller.
To third-party for purposes of providing a product or service requested by consumer.
To an affiliate of the controller’s.
To a third party as an asset that is part of a proposed or actual merger, acquisition, bankruptcy, or other
transaction in which the third party assumes control of all or part of the controller’s assets.
• Disclosure of personal data:
• That a consumer directs the controller to disclose or intentionally discloses by using the controller to
interact with a third party; or
• Intentionally made available by a consumer to the general public via a channel of mass media.”
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Colorado Privacy Act (CPA) – Exemptions
• The CPA exempts certain entities and types of data from the law.
• Entity Level exemptions include:
• Financial Institutions Regulated by the Gramm Leach Bliley Act
• Certain Air Carriers

• Data Level exemptions include:

• Data about employees and others “acting in a commercial or employment
context.”
• Personal data regulated under existing federal privacy regimes, such as the
Health Insurance Portability and Accountability Act (HIPAA).
• Patient identifying information maintained by certain substance abuse
treatment facilities.
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Colorado Privacy Act – Key Dates
January 21, 2023

July 8, 2021
Colorado Privacy Act Enacted

Effective Date of
Virginia Consumer
Data Protection Act

July 1, 2024
Controllers must implement universal optout mechanisms.

Attorney General must publish rules related
to technical specification for universal opt-out
that controllers are required to comply with.

Attorney General may adopt rules that
govern the process of issuing opinion letters
and interpretive guidance to develop an
operational framework for businesses to
comply with the CPA. If the Attorney General
promulgates such rules, they must become
effective by this date.

July 1, 2023

January 1, 2025

Effective Date CPA

January 1, 2023
Effective Date of
California Privacy
Rights Act.
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Colorado Privacy Act – Controller Obligations
• Controller - A person that, alone of jointly with others, determines
the purposes for and means of processing personal data
• Controller or Processor?

• Fact-based determination that depends upon the context in which personal
data are to be processed.

• Example 1: A person that is not limited in its processing of personal data pursuant to a
controller’s instructions, or that fails to adhere to the instructions, is a controller and not
a processor.
• Example 2: A processor that continues to adhere to a controller's instructions with
respect to a specific processing of personal data remains a processor.
• Example 3: Processor begins, alone or jointly with others, determining the purposes and
means of the processing of personal data, it is a controller with respect to the
processing.
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Colorado Privacy Act – Controller Obligations
Duties of
Transparency &
Purpose
Specification

Duty of Data
Minimization

Duty to Avoid
Secondary Use

Duty of Care

Duty to Avoid
Unlawful
Discrimination

Duty Regarding
Sensitive Data
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Colorado Privacy Act – Controller Obligations
• Transparency and Purpose Specification

• Controller must provide a privacy notice to consumers.

• Data minimization

• Collection of personal data must be adequate, relevant and limited to what is reasonably necessary in relation to the
specified purposes for which the data is processed.

• Duty to avoid secondary use
•

Personal data many not be processed for purposes “that are not reasonably necessary or compatible with the specified
purposes which the personal data are processed, unless the controller first obtains the consumer’s consent.”

• Duty of care
•

Personal data must be secured by reasonable measures from unauthorized use during both storage and use.

• Duty to avoid unlawful discrimination

• Personal data cannot be processed in violation of state or federal laws prohibiting unlawful discrimination against
consumers.

• Duty regarding sensitive data

• A consumers’ opt-in consent is required to process their sensitive data. When processing personal data concerning a known
child, a controller must obtain consent from the child’s parent or lawful guardian.
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Colorado Privacy Act – Controller Obligations
Privacy Notice and Consumer Requests
Privacy Notice
• Must Include:
• The categories of personal data collected or
processed by the controller or a processor;
• The purposes for which personal data is processed;
• How and where to exercise a consumer’s individual
rights;
• The categories of personal data shared with third
parties the categories of third parties with whom the
controller shares personal data;
• The express purposes for which personal data is
processed; and
• For sales or processing for targeted advertising,
information about such practices and how to
exercise right to object.

Responding to Consumer Requests
• Respond within 45 days of request (may extend by an
additional 45 days).
• Controller is not required to honor request if unable to
authenticate the request using commercially
reasonable efforts.
• Establish an internal appeals mechanism.
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Colorado Privacy Act – Controller Obligations
Data Protection Assessments

• Controllers may not process an activity that presents a heightened
risk of harm to a consumer without conducting and documenting a
data protection assessment of each of its processing activities.
• Required for (1) Selling Personal Data; (2) Processing Sensitive Data; and (3)
Processing Personal Data for Targeted Advertising or Profiling.
• Must weigh the benefits of the processing to the controller, consumer, other
stakeholders, and the public against the potential risks to the rights of the
consumer.

• AG may request copies of a controller’s data protection assessment.
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Colorado Privacy Act – Controller Obligations
Data Protection Assessments

• CPA does not provide detailed guidance regarding what to include in a
Data Protection Assessment
• Must include:
•
•
•
•

Benefits to the controller, consumer, other stakeholders, and the public.
Risks associated with the processing
Safeguards that controller can employ to reduce risk.
Additional Factors:
•
•
•
•

De-identified data
Reasonable Expectations of consumers
Context of the Processing
Relationship between the controller and consumer
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Data Protection
Assessments
Process

1.

Identify the need for a Data Protection Assessment
• Does the processing activity involve a “heightened risk of harm” (i.e., sale of
personal data, processing sensitive data, or processing for targeted advertising or
profiling) to consumers?

2.

Describe the processing
• How will you collect, use, store, and delete data? It may be useful to refer to a flow
diagram.

3.

Consult with relevant stakeholders
• Who else do you need to consult (processor, information security experts, other
experts)?

4.

Assess Compliance with CPA Controller Obligations
• Does the activity comply with controller obligation, like data minimization and
avoiding secondary use? If a processor is involved, how will you ensure processor
complies with CPA obligations?

5.

Identify and Assess Benefits & Risk
• When assessing risks think of the likelihood of harm, severity of harm, and overall
risk.

6.

Identify measures to reduce identified risk
• What effect will the measure have on the identified risk and what is residual risk.

7.

Document Data Protection Assessment
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Colorado Privacy Act - Processor Obligations
• Must enter into data processing agreement with the Controller that
defines the Processor's instructions, as well as specified obligations
such as data retention and audit rights.
• Assist Controllers in responding to data subject requests, conducting
data protection assessments, and meeting security and breach
notification obligations.
• Grant controllers the opportunity to object to the use of any
subcontractors.

Government Action and Internal Investigations Under a New
Administration
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Colorado Privacy Act – Consumer Rights

01

02

03

Right of Access

Right to Correction

Right to Delete

•Consumers have the right
to confirm whether a
controller is processing
personal data concerning
the consumer and to
access the consumer’s
personal data.

•Correct inaccuracies in the
consumer’s personal data,
considering the nature of
the personal data and the
purpose of processing.

•Right to delete personal
data concerning the
consumer

04

05

06

Right to Data Portability

Right to Opt Out

Right to Appeal

•Obtain personal data in a
portable, and to the extent
technically feasible, readily
usable format that allows
the consumer to transmit
the data to another entity
without hindrance.

•For purposes of targeted
advertising, sale of
personal data, or profiling
in furtherance of decisions
that produce legal or
similarly significant effects
concerning a consumer.

•Consumer may appeal a
refusal to action on a
request.

21

Colorado Privacy Act – Consumer Rights
• Controllers are not required to comply if unable to authenticate using
commercially reasonable efforts.
• Consumers may make a request free of charge in a 12-month period,
(Controller may charge for subsequent requests made in 12-month
period)
• Controllers have 45 days to respond to a request, which can be
extended by another 45 days.
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Colorado Privacy Act – Enforcement
• No private right of action
• Enforcement falls to Attorney General and District Attorneys
• 60 days to cure violation upon notice to the controller

• Two-year sunset provision, which will cease to exist after January 1, 2025.

• Penalties are governed by the Colorado Consumer Protection Act
• Fines up to $20,000.
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Key Takeaways & Implementation
1.
2.
3.
4.
5.
6.
7.
8.
9.

Evaluate whether the CPA is applicable to your
business.
Conduct a data mapping exercise to identify
“sensitive information.”
Conduct and document Data Protection
Assessments.
Update Privacy Policy.
Adopt procedures for reviewing and responding to
consumer requests, including an appeals process.
Assess vendor relationship to determine whether
vendor qualifies as a processor and modify
agreements accordingly.
Enable Consumer Opt-Out (when applicable).
Implement Consent Mechanisms for Collecting
Sensitive Information.
Monitor forthcoming regulations.
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Thank you
Aloke Chakravarty
Partner, Cybersecurity, Data Protection
and Privacy
© 2021 Snell & Wilmer L.L.P. All rights reserved. The purpose of
this presentation is to provide information on current topics of
general interest and nothing herein shall be construed to create,
offer, or memorialize the existence of an attorney-client
relationship. The content should not be considered legal advice
or opinion, because it may not apply to the specific facts of a
particular matter. As guidance in areas is constantly changing
and evolving, you should consider checking for updated
guidance, or consult with legal counsel, before making any
decisions. The material in this presentation may not be
reproduced, distributed, transmitted, cached or otherwise used,
except with the express written consent of Snell & Wilmer.
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